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hnLtuuhuh 12-h 0-298-L optuph 4-nn hnnywéh 5-pn dwup® Lwjwuwnnwuh
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1. Uwhdwub| 6pwagpwjhu wwwhnydwu dwydwu, indjwjutph
hhduwwwwnutph W wntnGwwundwlywu nGunLpuutnh wydwl W
Uhpwndwl, owybpwunhy ntdhdnwd Yyphwyuinnwynhyubph' phinynjutph W
wyj| winynuubnh untnddwl gnpéniLutnLpjwlu inGuwyubnhp
wnnyntuputpny GwJdnLinutGph untnédwu hwdwp wuhpwdtown
hhduwywu gnpénnnipjntuutph gwuyp hwdwdwju hwydbtywoh:
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1. 6rUSru3rt UNukN4UUL ucuwunru

1. Spwagpwihu wwwhnydwu Jpwyndp UGpwnnud £ §pwagpwjhu
wwwhnydwl untndnidp, thnthnpuncpjntuutnh uuwnwnpnedn,
thnpownynudp W wewygnedp, hugwtu bwle WywwnyhpwunnltuGph hwdwin
Uhpwnwywl dnwagnptnph untndénudp: Spwagpwihb wwwhnydwu
Jdowynudp hptuhg Gupwnpnud £

e ntntywwndwlywlu inthuuninghwubph ninpunnwd thnpawpuuncpjwu/
Uwhuwuwhiwqdéwjhu hGnwagnunniejwu hpwlwuwgned, bwhuwqoncd,
LUwhiwwnhwbph Lwynwd UGpwnjw| 3NFU3-3NFRRU (UI/UX)
huintpdtjutnh untnonud, hugwbu bwle gpwdbhy nhquiju.



Spwagpwjihu wwwhnydwu ogunwgnnénnutnh Juwpph ncuncdbwuhnpnipjwl
hpwywuwgnud, UGpwnw| 3NFPRU-3NFU3 (UX/UI) huintpdbjutnh, Jbp
EeGpp W ppouwjhU hwybwéutph Eypwuutpp, wyn pyntd huzwtu
ubGthwwu gnpéhputnh ogunwagnpéncd, wjbuwbu | wy Spwagnpwjhu
Jwynrdp.

Yuwnnigywoph b pnqwlnwynipjwu wynid Yud hwdwlwnpgguhu
opwanph gnpnud, wjn pYncd ynnduwyh utpyhuutph ubpwntnt
dwluwwwnhny wd uGthwywu E3U3 (Al), EUEL (ML) pwgqwutnh hhdwu
Jpw, nnnup wuhpwdtwn GU wnwwnpwupp |NLOGINL WL hpwgnndbnL
hwdwnpn, wn pynd” hwdwywnpagh dpwagpwywadp (UGpwnjwg
pwnUwgnrdutinu nL nunnnudutipp) Snwapuwjhu hwybiuwséutp (Upwnjwy
pwnUwgndutnp W ywwgtnp), lnuiutph pwquwutnp, 4ep
EpGpp/poewihu hwyGywéubnh EypwultGpp.

intnGyuwwnyquwywl hwdwywnpagtph (ngwutph pwquw, hwdnnuiyuwu
hgnpnipjnLl, Gupwlywnnigwdp W inbEnGUwwnywyuwu guwug)
wjwuwynpnud W bwhuwagdond nnnup Jhwynpnud G hwdwwnpggwjhu
uwppwynpnudubpp, épwagpwhu wwwhnynudp W injwjuph
thnpuwugdwl inGhuuninghwutpp™ wyywéd dpwgpwwnh htunn
(wywanyu hwdwuwnbGntihnipntlu wwwhnydGint hwdwin.
pwnadwuncpjnLtl/ntnwjuwgnid, 6pwgpwjhbu wwwhnydwu
hwpdwnbgnud punhwunwp oguwgnpéddwu ynuyptbun 2nywyh wd
hwéwhunpnh hwdwnp.

Spwapwjhu thwptputnph hpwwwnpwynud, UEpwnjw Spwanwjhu Ynnh
ntGnwnpnudp hwynnuiwu uwppwynpnedutinh ypw, UGpwnjw| nphwug
TGYOhuh (DevOps) ywpgwynpnudp W adutynithuh (DevSecOps)
nGnGwwndwywlu wudunwlugnipjwl dhpgngwnnedubnp.

opwagpwhu wwwhnydwu Ynudphgnpwghw, wjuhupl
thnthnpuncpyntubtnh Yuunwpned W hwupdwptgnud gnjncpyncu ntutignn
hwdtGywdnid, nnwtbugh wju gnpéh tnyjw| ntnGlwunydjwywu
hwdwlwnpgh (nyujutph pwqw, hwynnwyuwl hgnpnipniu,
hwdwlwpgsuwihtu hwdwywng, Gupwlywnnigwép W tnnGywwnywywu
gwlg) 2nppswuwyubnpned.

Spwagpwiht wwwhnydwUl wewygnud” Ukpwnjw| hwaynnwiywu
hgnpnipjwlu/hwdwyuwngswihu hwdwlwnpgbph uintindnudp, npnup
hwdwunbnnud GU hwdwywnggwjhu inGhubhywu, épwagpwlyuwaup W
hwnnpnwygdwl wnthuuninghwutpp.

opwagpwjhu wwwhnydwu wydwl, tnngjuutph pwquwyh,
hwdwlwnpgswhu hwdwywnpgh Ywd ndJjuutnh wydwu gnpéhputnh
huntpwywunphy ywnwdwpnud W 2whwanpénd hwawhpunpnh/hwéwhunpnh
2whbiphg:

. SY3ULLErP ZPULUNMUCUNrLErk B4 SE16UUSHWYUL nsunrkrulere
ucuunru W yrrunnru

. SYyjwubph hhduwwwwnpubph W tnnGnGywwnywywu nGunLpultphp
dowynud W Yyhpwnndp ywnnigywdpwjhu nnGntGywuwunynipjwu wd



nywutph yuwgdwybpwywd hwdwpwdne £, npp ElGHunpnUwhu
Gnwuwyny wwhynwd £ hwdwlwpggwhu hwdwuwnpgnwd: SYjwjutnhp
pwquwu unynpwpwn unwywnpynid £ ingjuiuGph pwquih unwywnpdwl
hwdwywnpagny (DBMS): Sywijutpp™ nnyjwjubph pwqwjh yunwywnpdwl
hwdwywnpgh (DBMS) htGwn JhwuhU, hugwGu bwle nphw hGwn uwywd
hwdtwéutpp yngynd GUu inywutnh pwgquwh hwdwlywnpg Ywd nLnnwyh
nywutph pwquw: SYwiutGph hhduwwwwnpubph W tnenGlwunydwywu
nGunLpubutph wynd W Yhpwnnidu hptuhg Gupwnpnud £

thnpadwpuuncpjwl/Uwhiwlbwhiwgdwihu hwpgnwdubnph wugluwgnud W
nywutph pwqwutph wydwu W uunwpGlugnpédwlu
wnwewnnpwuputph ywpqwpwuntd.

nywutph 2tnGdwpwuutph bwhiwagdnud W wynwd (hwyGgwywngbnph
dowynud, yuwnnigywdp, nmyjuwutnh pwquwutnh ugdwynpned).
qupgwguwé nywiutph pwqwubph inGnwywynid, UGpwnRjw
pw2hujwdltnp, husgwyhuhp GU hw>ynnwiywu hgnpnipniLun.

nywutph pwqwutph albwynpnd WL wwhwwuned, UGpwnyw UGY Yud
Jh pwuh wnpjntputphg nyjwjutnh hwywpwanpned, hugwbu Lwle
nywutph dntinpwagnpned, unnegnd W pwnpdwgned.

nyjwiutph pwqwih yuwnwywnned, UGpwnjw| tnguiutGph pwgw
nLnnwyhnptu Ywd hEnwyw dnwinp gnpébint huwpwynpnipintu hpwywl
dwdwluwynrd.

nyjwubph npnuncd, npwug punpnieintu W tinGuwywynpnd” pun
hwngnidutph, puinpywdé nJjwjutGnh npwdwnpnud ognynnubtiphu,
UGpwnyw| wudhpwywu Untinph wd hGnwynp, hpwwu dwdwluwyncd
UdnLuinph ntGdhdncd.

nywutph pwqwutph wynwd, hwpdwptgnid, thnthnpunwd, indyuiiutpp
pwaqwutph tnnGnwnpnud, thnpownpynud W uwyywuwpyned:

. ONErUShY NGEAPUNFU ULrPNSAUYSPYLERP APSUN3LErE B4 USL
uLsun3uierer usc1onru

. Owtpwunhy ntahdnwd Ypnhwywnnwyuinhyubph® phinynjubph W wy
wnynuutph unntnénLdu hptuhg Gupwnpnud £

hw>ynnwywu hgnpnipjntup (ubpytph W hwdwywpggwjhu
uwppwynpnrdutph) Jhwgnwd inyujutph gwugbphU’ dwulwghunwgywoé
nyjwiutph gwugbph W tnnGwunywywu ntGunLpuutph hGun
thnhugnpéwygnipjwl hwdwn. pinYygbju gwugbnph hGun hwdwwnGnbih
dwulbwaghwnwgywéd dpwagnpwwnh oguinwgnnpddwdp hwaynnwiwu
gnponnnLpjnLtlutnh 2wpnlbwwlywl wpunwnpnLpjwlu wwwhnyned
pinysGju gwugtph hGun jwjwanyu hwdwwnbnbihnipjwu wwwhnydwU
hwduwnp.

nyjwjubnh/wnwewnpwuputnph unwgdwl wwwhnynwd™ hwdwnpyubph
2wnnluwywywl wpunwnpnepjwu, ywhwwudwu W hwydwnpyutph
wnnynctupubph 2wpnibwywywu khnpuwbgdwu hwdwnp nnyuijutph



thnhuwugdwlu Jhgngutiph dhgngndy, npnnup wuhpwdtwn Gu pinygGju
gwugnud lnyujubph thnpuwugdwl dwubwaghnwgywd guwugtiph hGwn
thnhugnpéwygnrpjwlu hwdwn.

nyjwjubnph/wnwewnpwuputnph unwgdwl wwwhnynud™ hwdwnpyubph
2wnnluwywywl wpunwnpnepjwu, ywhwwudwu W hwydwnpyutph
wnnynctupubph 2wpnibwywywu khnpuwbgdwu hwdwn inyujutph
thnhuwugdwu Jhgngutiph dhgngndy, npnnup wuhpwdtwn Gu pinygGju
gwugnud lnyujubph thnpuwugdwlu dwubwaghnwgywd guwugtiph hGwn
thnhugnpéwygnrpjwlu hwdwn.

pninn hwynnwiwu gnpénnnipjntbutnh wpnyntuputGph yGpwptnjw)
nywutph Ynenwyned, owyned, thnpuwugned, gnigunpnud W
wwhuwwuntd.

pninp UGpgpwyywé Gupwywnnigwdpwihu uwppwynpnidutph
2whwagnpodwlu wpnynluputnh/ywnpwdtunptnh yGpwptpjw tndyjwjutnh
Ynrinwyned, owyned, thnpuwugned, gnigunpnud W wwhuwuwuncd,
UGpwnwy, pwjg guwhdwuwthwyybiny (hwzynnuiwu hgnpnipyncl,
nywutph thnpuwugdwu gwugbph uwnppwynpnudutn W dniinp nGwh wy|
gwugtbpn W hwdwywnpagbn, lnmyjwjubp gGpdwunhéwuh W Gnwuwywjhu
Gpwnyputpp, EilGUWpwEUGpghwyh W 9ph uwywnnudp):
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